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SD-WAN Migration:

How to Transition
from MPLS to Cato
in 6 Steps
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Background

Cato enables a significant WAN transformation for many of our customers, one that addresses a
long-held wish for a simpler, more agile infrastructure. Cato Cloud is a single, secure, global network
connecting and protecting all offices, resources and users anywhere and managed by a single set of
policies — it's a networking dream come true.

At the same time, networking teams are often concerned about incurring too much risk or disrupting
existing MPLS operation while changing their WANs. Cato Cloud was engineered to be deployed
incrementally, minimizing risk. Customers address immediate pain-points today while providing a
framework for a complete WAN transformation tomorrow.

Specific transition details obviously vary between deployments. With that said, here's one typical
scenario for moving from MPLS (or an Internet-based VPN) to Cato Cloud.
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The Scenario

In this scenario, we
assume an MPLS
network connects
most of your branch
locationstoa
datacenter. Secure
Internet access is
also provided through
the datacenter. You
likey have one, and
probably more cloud-
datacenter instances,
and likely support
SaaS applications,

Let’s also assume some branch offices run their own firewalls, relying onlocal
Internet last mile to VPN into the datacenter. The firewalls also provide those
locations with local access to the public Internet. Mobile users connect by
VPNing into a firewall (in their remote office or the datacenter) to access the
Internet. See the below figure of our sample deployment.

Migration can happen in different ways depending on priorities. For example,
after conducting a proof of concept (POC) many customers willimmediately
migrate some branch locations from MPLS to Internet last-mile services and
connect to the Cato Cloud. Others will go a step further and replace firewall
appliances with Cato Security Services.

But let's imagine for a moment that your organization is getting acquainted
with Cato. And let's suppose you want to first leverage Cato's SD-WAN
capabilities before our security services. Here’'s what the deployment process
might look like.
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STAGE1

Establish Datacenter Connectivity

Organizations can
begin their transition
to Cato's managed
SD-WAN service
without installing
any new equipment
in their datacenters,
branch offices, or,
for that matter, the
cloud. Within the SD-
WAN market that's
extremely unusual to
say the least.
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Start by proving connectivity from the Cato Cloud to your datacenter.
Build an IPsec tunnel from your firewall to the Cato Cloud, on the one end,
and on the other end, load the Cato Client onto any mobile device. A brief
configuration in the Cato Management Console connects the mobile user
and your Cato instance.
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Once authenticated, the mobile client can connect to the datacenter. From
the Cato management console, you'll see traffic analytics and be able

to configure policies determining the applications accessible to users.
Establishing a parallel IPsec tunnel from the datacenter firewall to a different
Cato PoP, preferably across a second connection from a different ISP, will
provide resilience. In the event of a brownout or blackout, the firewall fails over
to the secondary connection. Note that at this point, no changes have been
made to the MPLS network or the rest of the existing infrastructure.
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STAGE 2 - MPLS AUGMENTATION

Simplify Branch Offices

With the datacenter
connected to Cato
Cloud, you can
gradually migrate your
branches without
interfering with their
MPLS connections.
Although firewalls
can be configured

to connect to the
Cato Cloud much

like in the datacenter,
customers generally
find it easier to deploy
a Cato Socket.
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Sockets are very flexible in their configuration. On the WAN side, they only
require Internet access whether being directly connected to the provider’s
router or from across the local network. Public IP addresses are not required;
the Socket will work fine behind a NAT. And as a hardened device, the Socket
can sit outside of the firewall, connecting directly to the Internet. In this case,
the Socket connects to the MPLS-connected router on one interface and the
ISP’s router on another interface. An inexpensive, broadband Internet link is all
that's required.

Cato steers the designated traffic to the Cato Cloud. The Socket prioritizes
applications according to customer requirements. Traffic not destined for the
Cato Cloud continues to be sent to the MPLS-connected router.

And because of our cloud-based architecture, Cato Sockets only perform
activity needed at the WAN edge, such as last-mile management. The heavy
lifting, primarily deep packet inspection (DPI) for security, is done in the cloud.
If your organization requires a high availability (HA) configuration, you would
need two sockets in the location. Cato's Socket HA is essentially free (you pay
anominal cost for the second socket) and configuration is zero-touch.
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STAGE 3 - MPLS ELIMINATION

Maximize Cost Savings and
Agility by Eliminating MPLS

When ready, eliminate
MPLS costs entirely
by migrating all traffic
onto the Cato Cloud.
Often eliminating
MPLS isimpossible
with SD-WAN
appliances due to

the unpredictability

of the public Internet.
Cato Cloud, though,
offers latency and loss
metrics comparable
toMPLS butata
fraction of the cost.
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The MPLS connection at the branch is replaced either by a direct Internet
access (DIA) link or two broadband connections. Running connections active/
active makes the location immune to the wire cuts and last-mile failures that
often disrupt branch office connected by single MPLS circuits. Diversely
routing broadband connections provides uptime comparable to one DIA.

By eliminating MPLS, you'll maximize cost savings. You'll also be able to fully
deploy and provision locations without the delays of MPLS services. And
since traffic is sent across the Cato Cloud, applications are not exposed to the
erraticness and unpredictability of the Internet middle mile.
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STAGE 4 - ACTIVATE BUILT-IN SECURITY STACK

Improve Operations and Threat
Prevention by Migrating Security
to Cato Cloud

To further improve operations and make strong threat prevention manageable, you can migrate from branch and/or
datacenter firewall appliances to Cato's cloud-based security.

Branch firewall appliances pack a wide range of security capabilities beyond just firewalling such as anti-virus, URL
filtering, and IDS/IPS. But the reality is that most branch appliances lack the processing power to apply the full scope
of capabilities on all of the necessary traffic. If the firewall deployed in the branch cannot scale to address critical
security needs, an alternative strategy must be used.

Cato Security Services is a fully converged stack of network
security functions in the Cato Cloud. Current functions
include a next-generation firewall (NGFW), secure web
gateway (SWG), next-generation anti malware (NGAM), an
intrusion prevention system (IPS), and more. By running in
the cloud, Cato Security Services can leverage the scalability
and elasticity of cloud resources, providing the necessary
computing power for line-rate performance regardless

of processing load. There are no unexpected hardware
upgrades and no need for ongoing patching. (Cato Research
maintains Cato Security Services). Security improves with a
single, always current, converged security stack for the entire
enterprise, allowing teams to identify threats previously
masked by the many appliances.

Firewall bursting allows organization to use Cato Security Services to extend the life of an existing firewall appliance.
With “cloud bursting,” enterprises seamlessly extend physical data center capacity to a cloud datacenter when traffic
spikes or they exhaust resources of their physical datacenter. Firewall bursting does something similar for under-
capacity, branch firewalls. The on-premise firewall handles basic packet forwarding, but anything requiring “heavy
lifting,” such as decryption, anti-malware or IPS, is sent to the cloud. This avoids forced branch firewall upgrades.
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STAGE 5 - CLOUD DATACENTER INTEGRATION

Extend the WAN to
Cloud Datacenters

For most
organizations, cloud
adoptionisnta
matter of “if” but of
“‘when.” In our recent
survey, nearly half

of all organizations
have some form of
cloud datacenter
deployment and the
overwhelming major
officially support
cloud applications.
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Traditional, hub-and-spoke architectures common to many MPLS
deployments, and for that matter, many Internet-based VPN, are a poor fit for
the cloud, introducing too much delay into cloud sessions.

All of which makes connecting to the cloud essential for SD-WAN. Normally,
SD-WAN vendors require deploying at least an SD-WAN appliance for each
cloud datacenter service. In addition, cloud security architectures need to be
extended as well. All of which makes adding cloud resources to SD-WAN a
costly and complicated, and at times, impossible process.

Cato Cloud's agentless integration makes securely accessing any cloud
datacenter service simple. With just a few clicks on a management console,
an enterprise’s SD-WAN can be secured and connected to Amazon AWS,
Microsoft Azure or any other cloud provider (all that's needed is support

for IPsec tunnels). All cloud resources seamlessly become part of the
WAN. Users — fixed and mobile — benefit from Cato’s built-in security and
optimized access, globally, for a safer, faster cloud experience.
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STAGE 6 - MOBILE ACCESS OPTIMIZATION

Optimize Mobile Access to WAN
and Cloud Resources

Not only are mobile
clients a great way to
trial Cato Cloud, they
become an effective
way of connecting
mobile users into the
WAN. Mobile users
gain fast, simple

and secure access

to applicationsin
physical and cloud
datacenters from
anywhere. Instead of
VPNing into aremote
box just to access

the local Internet,
Cato mobile clients
automatically find and
connect to the closest
Cato PoP.
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Deployment is very easy. Mobile clients are installed in a “‘consumer-like”
fashion: users are invited by email to download the Cato client from Google
Play or the Apple App Store and register to the organization's Cato network
instance. Mobile user traffic goes directly to the Internet, avoiding the
backhaul and benefiting from the Cato's multi-segment optimization. They're
also protected by Cato Security Services, eliminating the need to for mobile
security software.

Architecturally, converging mobile access into the WAN has other benefits.
With Cato’s two-factor authentication, organizations can streamline network
access, eliminating multiple authentication instances to access the network
and then specific resources on the network. Business continuity is also
improved. “Cato’s mobile VPN is my secret BCP [business continuity plan] in
my back pocket. If my global network goes down, | can be like Batman and
whip this thing out,” says Stuart Gall, Infrastructure Architect in the Network
and Systems Group at Paysafe, aleading global provider of end-to-end
payment solutions.
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What Customers Say
About Cato Cloud

In the end, Cato enables a complete network transformation, converging an affordable MPLS alternative with SD-
WAN, Firewall as a Service (FWaaS), CASB, and remote access. With one network guided by one set of policies
and managed through one console, Cato Cloud radically changes how enterprises connect and manage their sites,
remote users and cloud resources.

Many enterprises already benefit from revolutionary approach that is Cato Cloud. Some use Cato Cloud to
augment or replace MPLS, others to eliminate branch appliances, and more. Regardless of the deployment
specifics, though, customers agree at least on one thing: Cato Cloud increases network agility and reduces costs.

“Transitioning to Cato was so easy. “Cato gave us freedom, now we can “The loss and latency of the
ljoke that it was like pressing use a socket, a VPN tunnel, or the Cato Cloud is comparable to our
the Staples’ Easy Button.” mobile client, depending on location MPLS service.”
and user requirements.”
Leslie W. Cothren, Kevin McDaid,
IT Director Paul Burns, Systems Manager
IT Director
“llike the complete visibility “Cato hybrid-cloud network integration “With Cato, we just send auser
of our security on the fantastic enabled us to securely connect all of aninvite to install the client...
dashboard. Cato got this one right.” our cloud data centers into one which makesit very easy for
global network.” users to deploy...”
LDavid Whye Tye Ng,
CEO & Executive Director Hai Zamir Adrian Dunne,
VP of infrastructure Global Director of IT
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Cato Cloud:
Complete WAN Transformation

Replacing MPLS and legacy WANs isn't just an opportunity to connect For more information:
our offices quickly and affordably. It's an opportunity to transform

our entire organization, connecting every user to any resource from & www.CatoNetworks.com

anywhere in the world. By transforming, not just upgrading, their ¥ @CatoNetworks

networks companies have reduced WAN-related costs while still

doubling throughput and adding more locations, decreased deployment -
NTACT

times from months to as a little as 30 minutes, and identified threats in co CTUS

their organizations missed by existing security appliances.

Yes, It's a radical vision but one that's reality. Hundreds of customers are
already experiencing the power of Cato Cloud. Validate it for yourself by
speaking with us today.

Cato.
Network at the Speed of Now

Cato Cloud Managed Services

Global Private Backbone Managed Threat Detection and Response (MDR)
Edge SD-WAN Intelligent Last-Mile Management

Security as a Service Hands-Free Management

Cloud Datacenter Integration

Cloud Application Acceleration

Mobile Access Optimization
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